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Abstract 
For multiuser Multiple-Input-Multiple-Output (MIMO) downlink systems where some receivers exist, several user selection 
schemes have been recently proposed. However, these user selection schemes do not take security into consideration. One 
possible scenario of wireless communication systems is that a transmitter sends confidential messages to multiple receivers in the 
presence of eavesdroppers. In this paper, we propose a user selection scheme with secrecy capacity for multiuser MIMO 
downlink system. We assume a system with a transmitter, some legitimate users and eavesdroppers where the transmitter wants 
to send data securely against eavesdroppers. In the proposed scheme, the transmitter selects a user set so that their secrecy 
capacities among legitimate users and eavesdroppers are larger than zero. Thus, the transmitter can send confidential messages to 
users securely. The proposed scheme can be applied to conventional scheduling schemes, such as maximum capacity (MAX) 
scheduling and proportional fairness (PF) scheduling. Simulation results show that the proposed scheme provides secure 
transmissions and has little degradation of performance of system capacity and fairness when applied to the conventional 
scheduling schemes. Hence, we show that the proposed scheme is an effective user selection scheme to guarantee secrecy of 
communication.  
© 2009 Published by Elsevier Ltd. 
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1. Introduction 
It is easy to eavesdrop communications in wireless systems. Hence, the concerns about information security of 
wireless networks are growing. A transmitter sends messages through a noisy channel. When the transmit rate R is 
lower than the channel capacity C, messages incur few errors. However, when the transmit rate is higher than the 
channel capacity and the code length is sufficient long, almost all messages are erroneous. If the channel capacity of 
the legitimate receiver C is larger than that of the eavesdropper Ce, the transmitter can send messages securely. The 
channel with eavesdropper is referred to as a wiretap channel. The wiretap channel model introduced by Wyner 
(Wyner, 1975) is as follows. A transmitter wants to send confidential messages Bn. The transmitter encodes Bn into 
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XN and a legitimate user receives its messages Y N through a channel, where n and N are the information length and 
the code length, respectively. An eavesdropper receives its messages ZN through another channel. Conditional 
entropy indicates that the system security is given by H(Bn|ZN) / n (Wyner, 1975). The code rate R is defined as R = 
n/N. In this model, if X, Y and Z satisfy the conditions given by  
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where h indicates the security level (Wyner, 1975). If h = H(B), the code accomplishes perfect secrecy. [I(X; Y ) − 
I(X;Z)]R is referred to as the secrecy capacity (Oggier, & Hassibi, 2008). The secrecy capacity is the maximum 
achievable h. Thus, the secrecy capacity decides the security level. The secrecy capacity can be computed as the 
difference between C and Ce. In this model, the channel of the eavesdropper is a degraded version of the receiver’s 
channel. Another model is introduced by (Csiszar, & Korner, 1978) where the receiver incurs noise less than the 
eavesdropper.  
A point-to-point Multiple-Input-Multiple-Output (MIMO) system is made up of a transmitter and a receiver, each 
equipped with multiple transmit/receive antennas. In (Telatar, 1995), it was demonstrated that the use of multiple 
antennas increases spectral efficiency. In (Oggier, & Hassibi, 2008), F.Oggier et al. defined the secrecy capacity in 
MIMO system. In (Goel, & Negi, 2008), S.Goel et al. researched on achievable secrecy communication rates by 
means of MIMO. In multiuser MIMO systems there exist one transmitter and some receivers. When there are 
receivers more than that can be supported simultaneously, the transmitter selects communicating users. Several user 
selection schemes have been proposed. For example, in the maximum capacity (MAX) scheduling (Choi, et.el., 
2004), to maximize system capacity, a transmitter selects users whose channel conditions are the best. In the 
proportional fairness (PF) scheduling (Choi, et.el., 2004), a transmitter considers fairness for users. However, these 
user selection schemes do not consider security of communication. When a transmitter wants to send confidential 
messages to users, a malicious user may eavesdrop on messages.  
In this paper, we propose a secrecy-capacity-based user selection scheme. We assume the system with a 
transmitter, some legitimate users and eavesdroppers where the transmitter wants to send data securely against 
eavesdroppers. In the proposed scheme, the transmitter selects a user set so that their secrecy capacities among 
legitimate users and eavesdroppers are greater than zero. Thus, the transmitter can send confidential messages to 
users securely. The proposed scheme can be applied to conventional scheduling schemes, such as maximum 
capacity (MAX) scheduling and proportional fairness (PF) scheduling. Simulation results show that the proposed 
scheme provides secure transmissions and has little degradation of performance of system capacity and fairness 
when applied to the conventional scheduling schemes. Hence, we show that the proposed scheme is an effective user 
selection scheme to guarantee secrecy of communication. 
The rest of this paper is organized as follows. In Section 2, we provide the system model, made up by multiple 
MIMO receivers in the presence of eavesdroppers. In Section 3, we explain the conventional scheduling schemes. In 
this paper, we assume that there exist suspicious users among the receivers of the system. In Section 4, we propose a 
secrecy-capacity-based user selection scheme. We consider the secrecy capacity of each user so that a transmitter 
sends messages securely. In Section 5, we show simulation results. Conclusion is written in Section 6. 
2. System Model 
We consider a multiuser MIMO system with K~  legitimate users, a transmitter (Alice), and one or more 
eavesdroppers (Eve). Eve is assumed to be a suspicious user in the network, and is therefore assumed to have perfect 
knowledge about the channel gains relative to all the legitimate users and to Alice. We consider a user suspicious 
whose communication amount is too large or small. We also assume that Alice has perfect channel knowledge of the 
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instantaneous gains of all the legitimate users and Eve. Alice is equipped with N transmit antennas; while the users 
and Eve are equipped with M receive antennas. We assume N to be equal to M in this paper.  
As a precoding scheme, we use block diagonalization (BD) (Heath, et.el., 2008). The post processed signal of 
user k is given by (Choi, et.el., 2004):  
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where the transmit vector of user k is denoted by the Lk  1 vector xk , Lk is the number of data streams, Tk is an N 
 Lk precoding matrix. At receiver k, an Lk  M equalizer Rk is applied to the receive signal. nk denotes the noise 
vector, while Hk denotes the channel of user k, and (࡮)и  denotes the complex conjugate transpose. The channel 
capacity relative to user k is given by (Choi, et.el., 2004):  
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where Qk is the transmit covariance matrix (Qk = E(xkxk)), σ2n denotes the noise variance of the users, and I denotes 
the identity matrix.  
The received signal of Eve is given by 
 
 
where K is the number of users selected, and e is the noise. If Eve wants to extract xk from z, messages of the other 
users are interference. Thus, the capacity of Eve’s channel relative to the kth user is 
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where G denotes the channels of Eve. Block Rayleigh fading is considered. σ2e denotes the noise variance of Eve. 
The components of nk and e are i.i.d. additive white Gaussian noise (AWGN).  
Eve is assumed to have Channel State Information (CSI) relative to all the users. Thus, Eve can reduce the effects 
of inter-user interference. 
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This equation provides the variance of the emphasized noise about one receive antenna. Eq. (8) is expressed as  
 
 
  )14(det
1det
log *
invinv
*
invinv
*
2
2
¸¸
¸¸
¸
¹
·
¨¨
¨¨
¨
©
§
¸¸¹
·
¨¨©
§ 
 
GG
GGTQT
n
ekC
V  
 
 
 
where          is inverse matrix of G G inv
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With eqs. (6) and (14), the secrecy capacity relative to user k is derived as  
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Figure 1: System model with one eavesdropper                                 Figure 2: Some eavesdroppers in the system 
3. Conventional Scheduling Schemes  
In multiuser MIMO systems, if the number of transmit antennas is smaller than that of users, the transmitter 
cannot serve all the users at one time, thus the transmitter needs a user selection. In this paper, we employ the 
maximum capacity (MAX) scheduling and the proportional fairness (PF) scheduling (Goel, & Negi, 2008) as 
examples of conventional scheduling schemes.  
3.1. Maximum Capacity (MAX) Scheduling (Choi, et.el., 2004) 
Users have mutually independent channels, some of which have better channel conditions than others at a given 
time. In MAX scheduling, a transmitter selects users so that the system capacity is maximized at each time slot, 
given by 
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where m is the number of selected users and Cki  is the capacity of user ki. Using this equation, the system capacity is 
maximized. In this paper, users are assumed to have mutually independent channels. The larger the number of users 
is, the more the transmitter-selectable channel is. Therefore, the system can obtain multiuser diversity gain. If the 
channels between the transmitter and the users change slowly, some user can communicate with a transmitter for a 
long time. Subsequently, some users may enjoy transmissions more than others. Hence, a fairness issue arises in the 
MAX scheduling approach. A transmitter does not consider capacity-based fairness in MAX scheduling.  
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3.2. Proportional Fairness (PF) Scheduling (Choi, et.el., 2004) 
PF scheduling is a scheme that considers system capacity and capacity-based fairness. This method compares the 
users’ average and instantaneous capacities, and selects the users with low average capacities and high instantaneous 
capacities. PF scheduling satisfies the following (Choi, et.el., 2004): 
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where n is the time slot index, ta is the averaging factor, m is the number of selected users, and C(n, ki ) is the capacity 
of user ki at time n. A transmitter finds D.  
4. User Selection With Secrecy Capacity 
We propose a user selection scheme that selects users considering the secrecy capacity of each user. In the 
proposed scheme, the transmitter selects a user set so that the secrecy capacities among legitimate users and 
eavesdroppers of the users in the set are greater than zero : Sk > 0. Therefore, the selected users can be guaranteed 
secrecy of communication. The proposed scheme can be applied to conventional scheduling schemes, such as  MAX 
scheduling and PF scheduling.  
First, Alice selects a candidate user set with a conventional scheduling scheme. For example a candidate user set 
has a maximum system capacity or a capacity-based fairness. Next, Alice checks whether each user of the set has 
secrecy capacity greater than zero. If the secrecy capacities of all the users in the candidate user set are greater than 
zero, Alice decides to communicate with them. Otherwise, Alice checks another candidate set, where the number of 
data streams for each user or candidate user set size is changed accordingly. If Alice checks all the user sets and 
does not find a user set satisfying the conditions, Alice does not transmit data. By doing so, the proposed scheme 
ensures security.  
5. Simulation Results 
We compare the MAX and PF scheduling schemes to the proposed user selection with these conventional 
schemes and the proposed scheme maximizing secrecy capacity.  
Table 1 lists simulation parameters. The SNR of each user is assumed to be the same. Eve is assumed to have an 
SNR greater than other users by 2 dB, because we would like to evaluate the conventional and the proposed schemes 
under harsh conditions.  
 
Table 1 Simulation parameter 
 
Number of transmit antennas 4 
Number of each user’s 
and Eve’s antennas M 
4 
SNR of users  Same 
SNR of EVE SNR of users + 2 dB 
Number of users  10 
Channel Block Rayleigh fading
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5.1. Security About Information 
 Table 2 lists the probability that the user set contains a non-secure user, i.e. when users cannot be guaranteed any 
communication privacy, where non-secure user is defined as a user whose secrecy capacity is zero. In the MAX 
scheduling, the probability is 0.14, while in PF it is 0.15. In the proposed scheme, Alice can always securely 
communicate with the receivers. In fact all the users scheduled for transmission can be guaranteed secrecy of 
communication in the proposed scheme.  
 
Table 2 The probability that the user set contains non-secure user 
 
Proposed scheme 0.00 
MAX scheduling 0.14 
PF scheduling 0.15 
 
Fig. 3 shows the system secrecy capacity versus SNR. The system secrecy capacity is defined as the sum of the 
secrecy capacities of the users selected by Alice. We compare the system secrecy capacity performance of the 
conventional schemes to that of the proposed scheme with MAX or PF scheduling. We also show the system 
secrecy capacity performance of the proposed scheme with maximizing system secrecy capacity, given by 
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In Fig. 3, this scheme is referred to as maximizing secrecy capacity. The system capacity performance of this 
scheme is higher than that of the other schemes. In both the MAX and PF scheduling schemes, the proposed scheme 
has a better performance in terms of system secrecy capacity. If Alice selects users whose secrecy capacities are 
greater than zero, the system secrecy capacity increases. Alice does not select a user whose secrecy capacity is zero 
with the proposed scheme. Thus, the system secrecy capacity of the proposed scheme increases compared with those 
of the MAX scheduling and the PF scheduling. The results of Table 2 and Fig. 3 show that the proposed scheme is 
effective about security.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 3: System secrecy capacity versus SNR with one eavesdropper 
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5.2. System Capacity And Capacity-based Fairness 
Fig. 4 shows the system capacity versus SNR. The system capacity of the maximizing secrecy capacity scheme is 
lower than that of the other schemes, because the proposed scheme does not consider capacity when it selects users. 
System capacities of MAX and PF scheduling with the proposed scheme have a small degradation, compared to 
those without the proposed scheme, respectively. In the MAX scheduling with the proposed scheme, Alice selects a 
candidate set with the highest system capacity. However, if the candidate set includes a user whose secrecy capacity 
is zero, Alice does not select the set and check other sets. We can see that MAX and PF scheduling with the 
proposed scheme have little degradation of the system capacity performance. Note that we mentioned that if Alice 
cannot find a user set satisfying the conditions, she does not transmit data, however Alice can find the user set in 
most cases.  
Fig. 5 shows fairness of each user’s capacity. We use Jain’s fairness index (JFI) defined as (Babu, & Jacob, 2007) 
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for evaluating fairness, where K~ is the number of all the users, bk is sum capacity of user k. If JFI is close to 1, 
fairness is high. If JFI is close to zero, fairness is low. In the MAX scheduling scheme, fairness is low compared to 
PF scheduling. This is because the MAX scheduling scheme selects users to communicate without considering 
capacity-based fairness. Fairness of the PF scheduling with the proposed scheme is almost identical to that of PF 
scheduling without the proposed scheme. This is because the proposed scheme searches users satisfying conditions 
of secrecy capacity, while trying to maximize the fairness. Thus, the proposed scheme has little impact on fairness.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 4: System capacity versus SNR with one eavesdropper 
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Figure 5: Capacity-based fairness with one eavesdropper 
5.3. System with several eavesdroppers 
In this subsection, we compare the MAX and PF scheduling schemes to the proposed user selection with these 
conventional schemes and the maximizing secrecy capacity scheme where two eavesdroppers exist. Except the 
number of eavesdroppers, simulation parameters are the same as listed in Table 1 in the system with two 
eavesdroppers. In this system, the secrecy capacity of each user is evaluated for both eavesdroppers. We compare 
the values, and select a lower value of the two for considering worst case.  
Table 3 lists the probability that the user set contains non-secure user. Fig. 6 shows the system secrecy capacity in 
the system with two eavesdroppers. In this system, the number of users whose secrecy capacity is zero is larger than 
that of the system with one eavesdropper, and the secrecy capacity is degraded compared to the system with one 
eavesdropper. Thus, as the number of eavesdroppers increases, the secrecy capacity of users decreases. These results 
show that if the number of eavesdroppers increases, the proposed scheme plays a greater role in user selection.  
Fig. 7 shows the system capacity. In the system with two eavesdroppers, the system capacity is not degraded 
compared to the system with one eavesdropper. This is because capacity does not depend on the number of 
eavesdroppers.  
Table 3: The probability that the user set contains non-secure user with two eavesdroppers 
 
Proposed scheme 0.00 
MAX scheduling 0.19 
PF scheduling 0.21 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 6:  Secrecy capacity versus SNR with two eavesdroppers 
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Figure 7:  Capacity versus SNR with two eavesdroppers 
 
In addition, we also evaluate the system secrecy capacity and capacity performances in the system with five 
eavesdroppers. Fig. 8 shows the system secrecy capacity and Fig. 9 shows the system capacity. It can be seen in Fig. 
8 that secrecy capacity is improved by the proposed scheme just a little because of the large amount of 
eavesdroppers in the system. Because of this, the proposed scheme is not able to provide large improvements in 
secrecy capacity. By contrast, capacity does not change compared with Fig. 4, because capacity depends on only 
own channel state. These results present that the proposed scheme is an effective user selection scheme to guarantee 
secrecy capacity in systems with a few eavesdroppers, though ineffective as the amount of eavesdroppers increases.
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 8:  System secrecy capacity with five eavesdroppers 
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Figure 9:  System capacity with five eavesdroppers 
 
6. Conclusions 
We propose the user selection with secrecy capacity in multiuser MIMO downlink systems. The proposed 
scheme considers secrecy capacity among legitimate users and eavesdroppers. With the proposed scheme, the 
transmitter can send confidential messages to users securely in the presence of eavesdroppers. We showed the 
performance of system secrecy capacity. In the system with one and two eavesdropper(s), the proposed scheme 
improves the system secrecy capacity performance, compared to the conventional scheduling schemes. We also 
evaluated the system capacity and capacity-based fairness performance and showed that the proposed scheme has 
little performance degradation in terms of system capacity and fairness, while ensuring secrecy. In contrast, in 
systems with five eavesdroppers, the improvement of secrecy capacity is small. This shows that the proposed 
scheme is an effective user selection scheme to guarantee secrecy capacity in systems with some eavesdroppers, 
while the scheme becomes ineffective for systems with many eavesdroppers.
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